In larger organizations, there is usually a dedicated platform team who is responsible
for developing and delivering ready-to-use integrated platforms for application
developers. Virtual platforms can be used to eﬃciently deliver the platform to
application developers, containing both hardware and software, booted, conﬁgured,
and ready to go. With a virtual platform, a nightly build can become a nightly boot,
using checkpoints as discussed in Chapter 3 to deliver a ready-to-use platform to
the application development teams.

In larger organizations, there is usually a dedicated platform team who is responsible
for developing and delivering ready-to-use integrated platforms for application
developers. Virtual platforms can be used to eﬃciently deliver the platform to
application developers, containing both hardware and software, booted, conﬁgured,
and ready to go. With a virtual platform, a nightly build can become a nightly boot,
using checkpoints as discussed in Chapter 3 to deliver a ready-to-use platform to
the application development teams.

> Read full chapter

> Read full chapter

A Study of
A Study
the Eﬀectiveness
of the Eﬀectiveness
Abs ReliaAbs Reliability of Android
bility of Android
Free Anti-Mobile
Free Anti-Mobile
MalMalware Apps
ware Apps
J. Walls, K.-K.R. Choo,
J. Walls,
in Mobile
K.-K.R.Security
Choo, in
and
Mobile
Privacy,
Security
2017 and Privacy, 2017

2.2.1 App Permissions
2.2.1 App Permissions
Android is a popular
Android
app development
is a popular platform
app development
and oﬀersplatform
open-source
and oﬀers
ﬂexibility
open-source ﬂexibility
in an unrestricted marketplace.
in an unrestricted
This has
marketplace.
contributed
This
to has
the contributed
growing availability
to the growing
of
availability of
Android OS and also
Android
allowsOS
for and
an extensive
also allows
API,
forwhich
an extensive
deﬁnes API,
how which
the app
deﬁnes
interacts
how the app interacts
with most areas of with
the hardware
most areas
functionality,
of the hardware
such functionality,
as user data and
such
phone
as user
settings,
data and phone settings,
wireless connectivity,
wireless
GPS system,
connectivity,
and built-in
GPS system,
digitaland
camera.
built-in digital camera.
The security of appThe
permissions
security ofisapp
managed
permissions
through
is managed
the Linux through
Kernel, speciﬁcally
the Linux Kernel, speciﬁcally
the Libraries and ART
the layers,
Libraries
andand
is based
ART layers,
on isolating
and is based
activities
on isolating
and permissions
activities and permissions
in terms of what the
in app
terms
is able
of what
to perform
the app and
is able
access
to perform
on the device.
and access
As each
on the device. As each
app has its own process
app has
and
itsisown
managed
processinand
its own
is managed
sandboxinenvironment,
its own sandbox
appsenvironment, apps
are unable to “talk”are
to unable
each other,
to “talk”
which
to means
each other,
less information
which meanscan
lessbeinformation
shared.
can be shared.
App permissions need
App to
permissions
be declaredneed
in the
to AndroidManifest.xml
be declared in the AndroidManifest.xml
ﬁle, as mentioned ﬁle, as mentioned
earlier in the Security
earlier
Architecture.
in the Security
If such
Architecture.
permissionsIf are
such
not
permissions
listed within
arethis
notﬁle,
listed within this ﬁle,
then the Kernel willthen
carrythe
out
Kernel
its task
willofcarry
restricting,
out its task
known
of restricting,
as a “runtime
known
exception,”
as a “runtime exception,”
preventing any malicious
preventing
activity
anyfrom
malicious
running
activity
(Vidas
from
et al.,
running
2011).(Vidas et al., 2011).
According to VidasAccording
et al. (2011),
to Vidas
there et
areal.close
(2011),
to 130
there
app-level
are closepermissions
to 130 app-level
in- permissions incorporated within the
corporated
Androidwithin
framework
the Android
that areframework
declared before
that are
andeclared
installation
before an installation
occurs. The user initiates
occurs.installation
The user initiates
and needs
installation
to accept
and
such
needs
permissions
to accept before
such permissions before
the installation canthe
occur.
installation
This allows
cansome
occur.control
This allows
over some
what permissions
control over are
what
being
permissions are being
executed by an app.executed
However,
bythe
an majority
app. However,
of users
theare
majority
not aware
of users
of how
arepermissions
not aware of how permissions
work and what theywork
are intended
and what for.
theyThus,
are intended
apps mayfor.
comprise
Thus, apps
privileged
may comprise
permis-privileged permissions that are not required
sions thatforare
the
not
purpose
required
of for
thethe
app,purpose
such asoflocation
the app,
access
such and
as location access and
network access, which
network
may access,
have anwhich
impact
may
on have
the privacy,
an impact
security,
on theand
privacy,
vulnerability
security, and vulnerability
of the device (Vidasofetthe
al.,device
2011).(Vidas et al., 2011).
The development of
The
andevelopment
Android app of
is based
an Android
on four
appprotection
is based on
levels.
fourThe
protection
app
levels. The app
developer can select
developer
the appropriate
can select
protection
the appropriate
level in conjunction
protection level
withinComponent
conjunction with Component
Type permissions. Type
The four
permissions.
protectionThe
levels
fourare
protection
Normal, levels
whereare
minimal
Normal,
permiswhere minimal permissions are needed; Dangerous,
sions are needed;
where Dangerous,
a substantialwhere
risk isapresent
substantial
and risk
therefore
is present and therefore
more permissions are
more
requested,
permissions
but only
are requested,
on a user'sbut
conﬁrmation;
only on a user's
Signature,
conﬁrmation;
which Signature, which
allows apps with the
allows
sameapps
signature
with the
permissions
same signature
to talkpermissions
to each other;
to talk
and,toﬁnally,
each other; and, ﬁnally,

SignatureOrSystem, which is a signature permission that has access to the image
ﬁle system. As app permission requests are granted, the protection layers declare
the app's permissions to the user for approval and grant access to the smartphone.
In the event of permissions being declined, the app will not install (Ongtang et al.,
2012).

SignatureOrSystem, which is a signature permission that has access to the image
ﬁle system. As app permission requests are granted, the protection layers declare
the app's permissions to the user for approval and grant access to the smartphone.
In the event of permissions being declined, the app will not install (Ongtang et al.,
2012).

velopment, network model development, computation engine development, and
application development through web pages:

velopment, network model development, computation engine development, and
application development through web pages:
(1)

(2)

(3)

(4)

For operator development,
(1)
For operator
Mind Studio
development,
provides aMind
full set
Studio
of operator
provides
devela full set of operator devel
opment and tuning capabilities
opment and
to support
tuningthe
capabilities
operationtoofsupport
analogthe
operators
operation of analog operator
in real-world processor in
runtime
real-world
environments.
processor runtime
The toolchain
environments.
provided The
by toolchain provided by
Mind Studio can also beMind
usedStudio
for third-party
can also operator
be used for
development,
third-party operator
which development, which
reduces the threshold for
reduces
operator
thedevelopment,
threshold for operator
improvesdevelopment,
the eﬃciency improves the eﬃciency
of operator development
of and
operator
debugging,
development
and eﬀectively
and debugging,
enhancesand
product
eﬀectively enhances product
competitiveness.
competitiveness.
For the development
(2)
ofFor
thethe
network
development
model, Mind
of theStudio
network
integrates
model, Mind
oﬄineStudio integrates oﬄine
model conversion tools,model
modelconversion
quantiﬁcation
tools,tools,
model
model
quantiﬁcation
precision comtools, model precision comparison tools, model operation
parison tools,
performance
model operation
analysis tools,
performance
and log analysis
analysis tools, and log analysis
tools to improve the eﬃciency
tools toof
improve
networkthe
model
eﬃciency
migration,
of network
analysis,
model
andmigration, analysis, and
optimization.
optimization.
For computing
(3)engine development,
For computingMind
engine
Studio
development,
provides aMind
visualStudio provides a visual
drag-and-drop programming
drag-and-drop
technology
programming
for the computational
technologyengine
for theand
computational
a
engine and
large number of automatic
large
code
number
generation
of automatic
techniques
codeto
generation
reduce thetechniques
technical to reduce the technic
eﬀort of the developer and
eﬀort
preset
of the
a rich
developer
algorithmic
and preset
engine
a rich
suchalgorithmic
as ResNet-18
engine such as ResNet-1
[9], etc., adding the developer’s
[9], etc., preparation
adding the developer’s
of the AI algorithm
preparation
engine
of the
andAI algorithm engine and
porting eﬃciency.
porting eﬃciency.
For application
(4)development,
For application
Mind Studio
development,
integrates Mind
various
Studio
toolsintegrates
such as various tools such as
Proﬁler and Compiler toProﬁler
provideand
developers
Compilerwith
to provide
a graphically
developers
integrated
with a graphically integrated
development environment,
development
which canenvironment,
be used for project
which can
management
be used forand
project management and
compilation through Mind
compilation
Studio. Full
through
process
Mind
development
Studio. Fullsuch
process
as debugdevelopment such as debug
ging, simulation, performance
ging, simulation,
analysis, etc.,
performance
can greatlyanalysis,
improveetc.,
development
can greatly improve developmen
eﬃciency.

eﬃciency.

Figure 4.9. PaaS Responsibilities
Figure 4.9. PaaS Responsibilities

SQL Server Analysis Services

SQL Server Analysis Services
In Designing SQL In
Server
Designing
2000 Databases,
SQL Server2001
2000 Databases, 2001

PivotTable Service
PivotTable Service
PivotTable Service PivotTable
is the mainService
interface
is the
for main
applications
interface
that
foruse
applications
Analysis Services.
that use Analysis Services.
It is an OLE DB provider
It is anfor
OLE
data-mining
DB provideroperations
for data-mining
and multi-dimensional
operations and multi-dimensional
data
data
access. PivotTable Service
access. PivotTable
allows client
Service
applications
allows client
to browse,
applications
analyze,toand
browse,
update
analyze, and update
data from cubes managed
data from
bycubes
an Analysis
managed
Server.
by an
PivotTable
Analysis Service
Server. PivotTable
even allowsService
you even allows you
to store data in a cube
to store
on adata
client
in computer.
a cube on aThis
client
lastcomputer.
feature is This
available
last feature
becauseis available because
PivotTable Service functions
PivotTableasService
a localfunctions
multidimensional
as a local data
multidimensional
server. This duality
data server.
also This duality also
provides other beneﬁts:
provides
Some
other
data
beneﬁts:
analysisSome
can be
data
performed
analysis at
canthe
beclient
performed
without
at the client without
the need to connect
thetoneed
an Analysis
to connect
Server,
to an
and
Analysis
resultsServer,
can be and
cached
results
on the
canclient,
be cached on the client,
helping to keep traﬃc
helping
down
toand
keepprovide
traﬃc down
performance
and provide
improvements.
performance improvements.
PivotTable Service PivotTable
can be usedService
from acan
number
be used
of from
development
a number
platforms,
of development
includ- platforms, including Microsoft Visual
ingBasic
Microsoft
or Visual
Visual
C++,
Basic
using
or either
Visualthe
C++,
ActiveX
using Data
eitherObjects
the ActiveX Data Objects
Multidimensional Multidimensional
(ADO MD) object library
(ADO MD)
or theobject
OLE library
DB for or
OLAP
the OLE
Component
DB for OLAP Component
Object Model (COM)
Object
interface.
ModelDetailed
(COM) interface.
discussionDetailed
of the development
discussion ofofthe
such
development of such
applications is outside
applications
the scope
is of
outside
this book.
the scope
The PivotTable
of this book.
Service
The PivotTable
has acquired
Service has acquired
some interesting new
some
capabilities.
interestingAmong
new capabilities.
them are: Among them are:

Internet connectivity It Internet
is now possible
connectivity
for client
It is applications
now possibleusing
for client
the Pivotapplications using the Pivo
Table Service to gain access
Table
toService
AnalysistoServices
gain access
across
to Analysis
the Internet
Services
usingacross
HTTP.the Internet using HTT
More detail on the speciﬁcs
Moreofdetail
this feature
on the speciﬁcs
is provided
of this
laterfeature
in this is
chapter.
provided later in this chapter.

Data-mining support PivotTable
Data-mining
Service
support
has been
PivotTable
extended
Service
to support
has been
theextended
new
to support the ne
data-mining capabilitiesdata-mining
of Analysis Services.
capabilities
Both
of Microsoft
Analysis Services.
DecisionBoth
Trees
Microsoft Decision Trees
and the Clustering algorithm
and theare
Clustering
supported.
algorithm are supported.
Altering cube structureAltering
The ALTER
cube
CUBE
structure
statement
The ALTER
is nowCUBE
supported
statement
by is now supported by
PivotTable Services, thereby
PivotTable
allowing
Services,
client applications
thereby allowing
to make
client
changes
applications
via to make changes via
Data Deﬁnition Language
Data
(DDL).
Deﬁnition
Such changes
Language
could
(DDL).
include
Such changing
changes could
or include changing or
adding dimensions members,
adding moving
dimensions
dimension
members,
members,
movingordimension
removing members,
a
or removing a
dimension member. dimension member.

> Read full chapter
> Read full chapter

Migrating
Migrating
to the Cloud
to the Cloud
Tom Laszewski, Prakash
Tom Laszewski,
Nauduri, in
Prakash
Migrating
Nauduri,
to theinCloud,
Migrating
2012to the Cloud, 2012

Why Oracle?

clustering of multiple instances accessing a single Oracle database. Recently,
other database vendors have begun to oﬀer this type of solution as well.
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